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Scan Sunmary

Conponent s found 448
Conponents scanned 431
Unscannabl e 9

Vul ner abl e conponent s 35
Uni que CVEs 27

Tri age Breakdown

PATCH | MVEDI ATELY: 1 | PATCH THI S VEEK: 7 | PATCH NEXT CYCLE: 3 | MONITOR 16

Prioriti zed Renedi ati on Pl an

wer kzeug 1.0.1 3.1.6 CVE- 2022-29361  PATCH
| MVEDI ATELY
2 set upt ool s 57.5.0 83.0.0 CVE- 2025-47273  PATCH THI S WEEK
3 set upt ool s 57.5.0 83.0.0 CVE- 2024- 6345 PATCH THI S WEEK
4 werkzeug 1.0.1 3.1.6 CVE-2023-46136  PATCH THI S WEEK
5 flask 1.1.0 3.1.3 CVE- 2023-30861  PATCH THI S WEEK
6  werkzeug 1.0.1 3.1.6 CVE- 2024- 34069  PATCH THI S WEEK

n/ a

n/ a

n/ a

n/ a

n/ a

Critical severity (9.8, NVD CVSS) plus
hi gh exploitation |ikelihood (EPSS 94%

pct).

H gh severity (8.8, NVD CVSS) with
above- nedi an exploitation |ikelihood (EPSS
71% pct) .

H gh severity (8.8, NVD CVSS) with
above- nedi an exploitation |ikelihood (EPSS
78% pct) .

H gh severity (8.0, NVD CVSS) with
above- nedi an exploitation |ikelihood (EPSS
62% pct) .

H gh severity (7.5, NVD CVSS) with
above- nedi an exploitation |ikelihood (EPSS
67% pct) .

H gh severity (7.5, NVD CVSS) with
above- nedi an exploitation |ikelihood (EPSS
88% pct) .
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CVE- 2023- 25577

CVE- 2026- 7246

CVE- 2025- 27516

CVE- 2024- 56326

CVE- 2026- 24049

CVE- 2026- 59890

CVE- 2022- 40897

CVE- 2023- 5752

CVE- 2026- 8643

CVE- 2024- 22195

CVE- 2024- 34064

CVE- 2026- 27199

CVE- 2026- 21860

CVE- 2024- 49766

PATCH THI S WEEK

PATCH THI S WEEK

PATCH NEXT
CYCLE

PATCH NEXT
CYCLE

PATCH NEXT
CYCLE

MONI TOR

MONI TOR

MONI TOR

MONI TOR

MONI TOR
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MONI TOR
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MONI TOR

n/ a
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n/ a
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n/ a

n/ a

n/ a
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Hi gh severity (7.5, NVD CVSS) with
above- nedi an expl oitation Iikelihood (EPSS
70% pct) .

Hi gh severity (7.2, NVD CVSS) with
above- nedi an expl oitation Iikelihood (EPSS
56% pct) .

H gh severity (8.8, NVD CVSS), |ow
exploitation |ikelihood (EPSS 40% pct).

H gh severity (7.8, NVD CVSS), |ow
exploitation |ikelihood (EPSS 41% pct).

Hi gh severity (7.1, NVD CVSS), |ow
exploitation |ikelihood (EPSS 24% pct).

Moderate or |ow severity (6.1, NvVD CVSS).
Expl oi tation likelihood is | ow (EPSS 33%

pct).
Mbderate or |ow severity (5.9, NVD CVSS).
Expl oitation likelihood is | ow (EPSS 84%
pct).
Moderate or |ow severity (5.5, NvD CVSS).
Expl oi tation likelihood is | ow (EPSS 39%
pct).
Mbderate or |ow severity (5.5, NVD CVSS).
Expl oitation likelihood is | ow (EPSS 24%
pct).
Moderate or |ow severity (5.4, NvVD CVSS).
Expl oi tation likelihood is | ow (EPSS 56%
pct).
Mbderate or |ow severity (5.4, NVD CVSS).
Expl oitation likelihood is | ow (EPSS 59%
pct).
Moderate or |ow severity (5.3, NvVD CVSS).
Expl oitation likelihood is | ow (EPSS 43%
pct).
Mbderate or |ow severity (5.3, NVD CVSS).
Expl oitation likelihood is | ow (EPSS 35%
pct).
Moderate or |ow severity (5.3, NvVD CVSS).
Expl oi tation likelihood is | ow (EPSS 52%
pct).



21 werkzeug 1.0.1 3.1.6 CVE- 2025- 66221  MONI TOR Mbderate or |ow severity (5.3, NVD CVSS).
Expl oitation likelihood is | ow (EPSS 41%
pct).

22 flask 1.1.0 3.1.3 CVE- 2026- 27205  MONI TOR n/ a - - - Mbderate or |ow severity (4.3, NVD CVSS).
Expl oi tation likelihood is | ow (EPSS 27%
pct).

23 pip 23.0.1 26.1.2 CVE- 2025- 8869 MONI TOR n/ a - - - Mbderate or |ow severity (4.0, OsV

(CVSS_V4)). Exploitation likelihood is |ow
(EPSS 36% pct).

24 pip 23.0.1 26.1.2 CVE- 2026- 3219 MONI TOR n/ a - - - Mbderate or |ow severity (4.0, OsV
(CVSS_V4)). Exploitation likelihood is |ow
(EPSS 4% pct) .

25 pip 23.0.1 26.1.2 CVE- 2026- 1703 MONI TOR n/ a - - - Mbderate or |ow severity (4.0, OsV
(CVSS_V4)). Exploitation likelihood is |ow
(EPSS 32% pct).

26 pip 23.0.1 26.1.2 CVE- 2026- 6357 MONI TOR n/ a - - - Mbderate or |ow severity (4.0, OsV
(CVSS_V4)). Exploitation likelihood is |ow
(EPSS 4% pct).

27 werkzeug 1.0.1 3.1.6 CVE- 2023- 23934  MONI TOR n/ a - - - Mbderate or |ow severity (2.6, NVD CVSS).
Expl oitation likelihood is | ow (EPSS 41%

pct).



